I * Western Economic Diversification de I’économie
Diversification Canada de I'Ouest Canada

ANNUAL REPORT TO PARLIAMENT

Administration of the Privacy Act



TABLE OF CONTENTS

Introduction 3
Administration of the Act 4
Departmental Mandate 4
Departmental Structure 4
Access to Information and Privacy (ATIP) 4
Delegation of Authority 6
Departmental Policies and Procedures 6
Training and Outreach 6
Trends and Statistics 7
Requests Received Pursuant to the Privacy Act 7
Operational Costs Associated with Administering the Act 7
Annex A - Statistical Report 8
Annex B — Delegation Order 16

2020-2021 ANNUAL REPORT TO PARLIAMENT —



INTRODUCTION

The Privacy Act (Revised Statutes of Canada, Chapter P-21,
1985) was proclaimed on July 1, 1983. It extends the present WD is committed to both the
laws of Canada that protect the privacy of individuals, and .. . .
provides individuals with a right of access to personal spirit and intent of the Privacy
information about themselves. It also protects the privacy of Act, to ensure the privacy of
individuals by denying third parties access to personal individuals with respect to their
information relating to them and enabling them to exercise personal information held by
strict control over the collection, disclosure and use of such
information. Necessary exceptions should be limited and
specific.

the department.

Bill C-58, An Act to amend the Access to Information Act and the Privacy Act received royal assent on
June 21, 2019, making important improvements to the openness and transparency of government. These
are the most significant amendments to the act since it came into force in 1983.

The new legislation amends the Privacy Act to, among other things:

[l create a new exception to the definition of “personal information” with respect to certain
information regarding an individual who is a ministerial adviser or a member of a ministerial staff

01 authorize government institutions to provide to other government institutions services related to
requests for personal information

01 expand the Governor in Council’s power to amend the schedule to the Act and to retroactively
validate amendments to that schedule?

This annual report is tabled in Parliament in accordance with section 72 of the Privacy Act and describes
how Western Economic Diversification Canada administered its responsibilities for the reporting period.

1 Government of Canada. LEGISinfo,Government Bill (House of Commons) C-58 (42-1) - Royal Assent - An Act to amend the Access to Information Act and
the Privacy Act and to make consequential amendments to other Acts - Parliament of Canada, 2020. Accessed July 17, 2020.
https://www.parl.ca/DocumentViewer/en/42-1/bill/C-58/royal-assent
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ADMINISTRATION OF THE ACT

DEPARTMENTAL MANDATE

Western Economic Diversification Canada (WD) was established in 1987 to promote the development and
diversification of the economy of Western Canada and to advance the interests of the West in national
economic policy, program and project development and implementation. The Minister of Innovation,
Science and Economic Development is responsible for this organization?.

The Department operates under the provision of the Western Economic Diversification Act, which came
into force on June 28, 1988. WD’s mandate allows the department to deliver a wide range of initiatives
across the West and make strategic investments to build on regional competitive advantages. Its western
base enables the department to foster strong partnerships with business and community organizations,
research and academic institutions, Indigenous peoples, and provincial and municipal governments.
These connections help WD reflect western perspectives in national decision-making.

DEPARTMENTAL STRUCTURE

WD employs 443 individuals across Western Canada and in Ottawa, including economists, commerce
officers and policy analysts. Specialists in such areas as communications, corporate administration,
financial management, human resources, information management and information technology, and
procurement provide the policy and programs analysts with support.

WD is headquartered in Edmonton, Alberta, and organized into four regional units (British Columbia,
Alberta, Saskatchewan and Manitoba), with offices located in Vancouver, Edmonton, Calgary, Saskatoon,
Winnipeg, and an office in Ottawa.

ACCESS TO INFORMATION AND PRIVACY (ATIP)

The Human Resources and Corporate Services unit (HRCS) is responsible for a broad range of services,
including Access to Information and Privacy, administered by the unit’s ATIP Centre of Expertise. HRCS is
part of the Finance and Corporate Management Directorate located in Edmonton, Alberta.

The ATIP Coordinator, who is supported by the Deputy ATIP Coordinator, one Corporate Services Advisor,
and one ATIP Officer, oversees WD’s ATIP Centre of Expertise. The Coordinators fulfill their responsibilities in
addition to numerous other functions within the department. The Corporate Services Advisor and ATIP
Officer process all access and privacy requests.

2 On November 20, 2019, the Minister of Innovation, Science and Economic Development was sworn in as the Minister of Innovation, Science and
Industry. On the same day, the Minister of Economic Development and Official Languages was sworn in and became responsible for Western Economic
Diversification Canada. At the time of this report, the Access to Information Act and Privacy Act delegation order, signed June 10, 2016, was still in
effect.
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The ATIP Centre of Expertise is responsible for the implementation and management of the Access to
Information and Privacy programs and services for WD. Specifically, the ATIP Centre of Expertise:

01 makes decisions on the disposition of personal information requests;

0 conducts consultations with other federal government departments, other levels of government and
third parties with respect to access to information and privacy issues, if required;

0 promotes awareness of the legislation to ensure departmental responsiveness to the obligations
imposed by law;

0 monitors and advises on departmental compliance with the Acts, regulations, procedures and
policies; and

0 acts as the spokesperson for the Department when dealing with the Treasury Board Secretariat, the
Information Commissioner, the Privacy Commissioner, and other government departments and
agencies.

Other privacy-related activities undertaken by the ATIP Centre of Expertise in 2020-2021, include:

ACTIVITY *TOTAL

Review of parliamentary questions and responses 52

OTHER ACTIVITIES

Update the ATIP intranet site

Preparing and tabling annual reports and statistical reports

Participating in Information Management initiatives and providing ATIP guidance

~ |~ | ~ | =~

Review and update privacy protection business practices, procedures and policy
development

Regular review and destruction of personal information request files in accordance J
with retention schedule

*questions/reviews/emails/reports etc.

The ATIP Centre of Expertise monitors all personal information requests. No additional reporting or
monitoring is conducted by other departmental officials due to the confidential nature of these requests.
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DELEGATION OF AUTHORITY

The current delegation order was issued in June 2016. In accordance with section 73 of the old Privacy
Act, the Minister of Innovation, Science and Economic Development, delegated his full powers, authorities
and responsibilities to the Executive Director, Finance and Corporate Management (ATIP Coordinator) and
Director, Corporate Services and Human Resources (Deputy ATIP Coordinator). The delegation also
extends limited authority to the ATIP Officer (see Annex B).

DEPARTMENTAL POLICIES AND PROCEDURES

There were no changes made to WD’s Privacy Protection policy suite during fiscal year 2020-2021 as a
result of changes in TBS policies or directives, or as result of issues raised by the Office of the Privacy
Commissioner or other agents of Parliament.

TRAINING AND OUTREACH

The following training activities, relevant to privacy and personal information, were administered by WD’s
ATIP Officer in the reporting period:

Office of Primary Interest feedback on records — exemptions and exclusions, general request process
Provided to the Deputy Minister’s Office
Four attendees

Notice of release and approval process, applying exemptions and exclusions
Alberta Region and the Policy and Strategic Direction business group
Twelve attendees
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TRENDS AND STATISTICS

The following overview provides a summary of the details found in the 2020-2021 statistical report (Annex A).

[l WD traditionally receives few requests for personal information and privacy requests typically relate
to human resource issues or staffing actions.

U WD did not receive any privacy consultations during the reporting period and no privacy breaches
were reported in fiscal year 2020-2021 .

REQUESTS RECEIVED PURSUANT TO THE PRIVACY ACT
WD received one request for personal information pursuant to the Privacy Act during this reporting period.
That request was carried forward to the next fiscal year and subsequently abandoned

The accompanying chart shows the number of formal requests for personal information received, as well as
the number of privacy-related consultations received by the department over the past five years:

Personal Information Requests / Consultations
5 Year Comparison
5
4
4
3 3
3
2 2
2
1 1 1
1
0 0O 0 O l 0 l 0 0
0
2016-17 2017-18 2018-19 2019-20 2020-21
B Formal Received Formal Completed  m Privacy Consultations

OPERATIONAL COSTS ASSOCIATED WITH ADMINISTERING THE ACT

There was only one privacy request received during the period of this report. However, The ATIP Centre of
expertise conducted a number of privacy activities including the internal reviews and interviews to respond
to an investigation by the Office of the Privacy Commissioner into a GCKey cyberattacks. These costs are
reported in the annual statistical report (see Annex A). The total cost reported was $3,780.

3 Office of the Privacy Commissioner of Canada. Announcement: Commissioner Launches Investigations into Cyberattacks on Canada Revenue Agency

and Other Federal Organizations. October 13, 2020. Accessed June 28, 2021. https://www.priv.gc.ca/en/opc-news/news-and-
announcements/2020/an 201013/.
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ANNEX A - Statistical Report

Statistical Report on the Privacy Act
Name of institution; Western Economic Diversification Canada
Reporting period; 4112020 to H3AI2021

Section 1: Requests Under the Privacy Act

1.1 Number of requests

Number of Requests

Received during reporting period
QOutstanding from previous reporting period
Total

Closed during reporting period

Carried over to next reporting peried

mlall=la|—=

Section 2: Requests Closed During the Reporting Period

2.1 Disposition and completion time

P e Completion Time
Disposition of T T o oo o
ety (om0 |0 | e Lae | s | sbs i
All disclosed 0 0 0 0 0 0 0 0
Disclosed in part 0 0 0 0 0 0 0 0
All exempted 0 0 0 0 0 0 0 0
All excluded 0 0 0 0 0 0 0 0
Mo records exist 0 0 0 0 0 0 0 0
Reguest abandoned 0 0 0 0 0 0 0 0
MNeither confirmed nor
denied 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 0 0
TESISCT 350-63
2.2 Exemptions
Number of Number of Number of
Section Requests Section Requests Section Requests
18(2) 0 2201 yiali} 0 23(a) 0
19(1)a) 0 2201 y(a )iy 0 23(b) 0
19(1 )b} 0 2201 yia )iy 0 24(a) 0
19(1)c) 0 Z2(1)(b) 0 24(b) 0
1901 d}) 0 22(1}ic) 0 25 0
19(1)e) 0 2202} 0 26 0
1901 )} 0 22.1 0 27 0
20 0 222 0 271 0
i 0 223 0 28 0
22 .4 0
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2.3 Exclusions

Number of Number of Number of
Section Requests Section Requests Section Requests
69(1)a) 0 70{1} 0 FOCT Md) 0
6901 )b} 0 TO(1a) 0 T0{1 e}y 0
69.1 0 7001 ¥b) 0 TOCE) 0

T0{1¥c) 0 701 0
2.4 Format of information released
Paper Electronic Other
0 0 0

2.5 Complexity

2.5.1 Relevant pages processed and disclosed

Number of Pages
Processed

Humber of Pages
Disclosed

Number of Requests

0

0

0

2.5.2 Relevant pages processed and disclosed by size of requests

LCess Than TOO TOT-500 SOT-TO00 1001-5000 More Than
Pages Pages Pages Bages Processad 5000
E[nggssﬁd E[?Eﬂifﬂd d P
ages [ afges o afges of 1 of 2995
Number of | Disclo JReques | Disclo | Reque | Disclos | Reques | Pages | Reque | Disclo
Disposition Requests zed ks sed stz ed ts Disclosed] sts sed
All
T 0 0 0 0 0 0 0 0 0 0
Drthecs 0 0 0 0 0 0 0 0 0 0
in part
All exempte 0 0 0 0 0 0 0 0 0 0
All excluded 0 0 0 0 0 0 0 0 0 0
Reguest
R 0 0 0 0 0 0 0 0 0 0
Meither
confirmed
nor denied 0 0 0 0 0 0 0 EI III
Total 0 0 0 0 0 0 0 0 0
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2.5.3 Other complexities

Dizpositio] Consultation Legal Advice Interwoven
n Required Sought Information Other Total
Al
dizclosed . . . 0 .
F}lsclused 0 0 0 0 0
in part
A 0 0 0 0 0
exempted
Al
eyrhided 0 0 0 0 0
Reguest
0 0 0 0 0
abandoned
Meither
confirmed 0 0 0 0 0
nor denied
Total 0 0 0 0 0
2.6 Closed requests
2.6.1 Number of requests closed within legislated timelines
Requests closed within
legislated timelines
Number of requests closed within
legislated timelines 0
Percentage of requests closed within
legislated timelines (3:) 0
2.7 Deemed refusals
2.7.1 Reasons for not meeting legislated timelines
Principal Reason
Number of Requests Closed] Interference
Past the Legislated with
Timelines Operations | External Internal
Workload Consultation Consultation Other
0 0 0 0 0

10
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2.7.2 Requests closed beyond legislated timelines (including any extension taken)

Number of Days Past
Legislated Timelines

Number of Requests
Past Legislated
Timeline Where No
Extension Was Taken

Number of Requests
Past Legislated
Timelines Where an
Extension Was Taken

Total

1to 15 days

16 to 30 days

31 to 60 days

61 to 120 days

121 to 130 days

181 to 365 days

More than 365 days

Total

[l O o o o ) ) o )

oo |Io|Io|Ia|Ia|la| o

[l o o o o o )

2.8 Requests for translation

Translation Reque stz]

Accepted

Refused

Total

English to French

French to English

Total

Disposition for Correction Requests Received Number
Motations attached 0
Requests for correction accepted 0
Total 0

11
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Section 5: Extensions

5.1 Reasons for extensions and disposition of requests

12

15(alii] Interference with operations

15 [allii] Consultation

Number
of
requests
where an | Further review Cabinet 15[k]
extensio required to Documents are | Confidence Translation
n was determine Large volume | Large volume difficult to Section pUrposes of
taken eremptions of pages of requests obtain [Section 70] (External| Internal | conversion
1] 1] 1] [1] [1] i ] 1] 1]
5.2 Length of extensions
15(alii] Interference with operations 15 [allii] Consultation
Further review Cabinet 15(b]
required to Documents are | Confidence Translation
Lamqth mf determine Large volume | Large volume difficult to Section PUrposes or
Extemrimmr eremptions of pages of requests obtain [Section 70] |(External| Internal| conversion
1to 16 day= a i} a 1] o 1] a a
Iy 0 0 0 0 0 0 0 0

Section 6: Consultations Received From Other Institutions and Organizations

6.1 Consultations received from other Government of Canada institutions and

Other
Government Number of MNumber of
of Canada Fages to Other FPages to
—_— Consultations Institutions Review Organizations Review

Fie-.:ewe-:l during the reparting i i i i
period
I:Iutste.mdlng fn:im the previous i i i i
reporting period
Total 1] 1] 1] 1]
Elqsed during the reparting 0 0 0 0
period
Carried cwer bo the negt 0 0 0 0

reparking period
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Section & Consultations Received From Other Institutions and Organizations

6.1 Consultations received from other Government of Canada institutions and

Other
Government Number of Number of
of Canada Pages to Other Pages to
Consultations Institutions Heview Organizations Heview

FIe-_:eu.led during the reparting i i i i
periad
Dutste.mdlng !:n:im the previous i i i i
reporting period
Total 1] 1] 1] 1]
I:h::sed during the reporting 0 0 0 0
period
Carried aver ba the next o o 0 o

reporting period

b_ £ Hecommendations and completion time hor consultations received rom other
Government of Canada institutions

Number of Day

= Required to Complete Consultation Bequests

More

16 to | 3to Glto (121 to | 181to Than

1w 15| 30 (1] 120 180 365 365

Recommendation Dags | Dags | Dags | Dags | Dags Days Dags | Total

All dizclosed ] 1 ] I 1 ] ] I
Dizclosedin part 0 1] I a 1] 1] 1] 1]
All exempted 1] a 1] 1] a 1] 1] 1]
Al ercluded 0 1] 1] 1] 1 1] 1] 1]
Conzult ather institution 1] i} i} i} i} i} a i}
Oither 1] 1] 1] 1] 1] 1] 1] 1]
Total ] 1] ] 1] 1] ] il 1]

6.3 Recommendations and completion time for consultations received from other

Number of dags required to complete consultation requests

More

16to | 3to Blto [121 to | 181to Than

Two15| 30 1] 120 180 365 365

Recommendation Dags | Days | Daygs | Dags Days Days Daygs | Total

All dizclosed ] a I a a I ] a
Dizclozed in part 1] 1] 1] 1] 1] 0 1] 1]
All exempted 0 1] 1] 1] 1] 1] 1] 1]
All excluded i} 1] 1] 1] 1} 1] 1} 1]
Cansult ather institution 1] 1} 0 1] 1} I} i} 0
Oither 1] 1] 1] 1] 1] 1] 1] 1]
Total ] a I a a I ] a

13
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Section 7: Completion Time of Congultations on Cabinet Confidences

T.1Hequests with Legal Services

Fauar Than 108 101-588 Pagar SR1-1480 100 1-5008
Fagar Fracarrad Frucarrasd Fagar Frucarrsd Fagar Fracarrad gkt
Pracessad

Pagar wf Fanar wf Fagar wf ruf Fager
Number | Hambar of |Dirclar| Ragquar | Dirclar | Reguar | Dirclars [ Raguart Fagar [Raguar |Dirclar
of Da,s Raguartr ad kr a4 rr 4 x Dirclmrasd kr a4
1o 15 0 a a 0 a 0 0 a 1} 0
16t 30 0 1] 1] 0 1] 0 0 1] 0 0
Htro B0 1] a a 0 a 1} 0 a 1} 1]
Elto 120 1] ] 1] 0 ] 0 0 ] 0 1]
121to 150 1] i} i} 0 ] 0 0 ] 1 1]
18110 365 0 1] 1] 0 1] 0 0 1] 0 0
MMare
than 365 0 I 1] 0 ] 0 0 ] 0
Total 1] 1] i} 1] 1] 1] 1]
7.2 Requests with Privy Council Office

= MOTE TESE ]
Fewer Tham 100 | 105500 Pages e 1001-5000 piflin
Pages Processed Processed = k) = Pages Processed o

Fager wf Fagar wf Fagaer wf ruf Fagar
Numbher Humbasr mf | Dirclar ] Raguar | Dircler | R guar | Dirclars | Raguart Fagar Raguar | Dirclur
of Days Raquartr ad Er ad e 4 x Dirclarsd Er ad
1ta 15 0 a a 0 a 0 0 a 1} 0
16 to 30 1] 1] ] 0 1] 0 0 1] 0 1]
Hio B0 1] ] ] 0 ] 0 0 ] 0 1]
Elto 120 1] a a i} a 1] 1] i} 1] 0
121ta 1230 1] i} i} 0 a 1} 0 a 1] 1]
181 to 365 1] i} i} 0 1] 0 0 1] 1 1]
More
than 365 1] 1 1 1] 1 1 1] 1 0 1
Total 0 a a 0 a 0 0 a 0

Section 8: Complaints and Investigations Notices Rece
B Section 33 Section 35 Court action Total
a a a a 1}

14
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Section 8 Complaints and Investigations Notices Received

Section 33

Section 15

Court action

Total

1] 1]

i

i

Section 9: Privacy Impact Assessments (PIA) and Personal Information Banks (P1B)

9.1 Privacy Impact Assessment:

Number of Plals) completed |

9_2 Personal Information Bank=

Personal Information Banks Active Created Terminated Modified
1] 1] ] 1]
Section 10: Material Privacy Breaches
Number of material privacy breaches reported to TBS 0
Number of material privacy breaches reported to OPC ]

Section 11: Resources Related to the Privacy Act

1.1 Costs
Ezpenditures Amount

Salaries 42,558
COwertime 0
Goods and Services #1222

= Profeszional services contracts $avd

= Other 348
Total $3.780

1.2 Human Besources

Dedicated to Privacy
Resources Activities
Full-time employees 0.030
Fart-time and casual employess 0.a00
FRegional staff 0.a00
Consultants and agency personnel 0.0
Students 0.000
Total 0.040

15
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ANNEX B — Delegation Order

tion de I'economie

ACCESS TO INFORMATION ACT AND PRIVACY ACT DELEGATION ORDER

ARRETE DE DELEGATION EN VERTU DE LA LOI SUR L’ACCES A
L’INFORMATION ET DE LA LOI SUR LA PROTECTION DES
RENSEIGNEMENTS PERSONNELS

The Minister of Innovation, Science and Economic
Development, pursuant to sections 73 of the Access
to Information Act and Privacy Act, hereby designate
the persons holding the positions set out in the
schedules attached hereto, or the persons occupying
on an acting basis those positions, to exercise the
powers, duties and functions of the Minister as the
head of Western Economic Diversification Canada,
under the provisions of the Acts and related
regulations set out in the schedule opposite each
position. This designation replaces all previous
delegation orders.

En vertu de |article 73 de la Loi sur I'accés a
linformation et de I'article 73 de la Loi sur la
protection des renseignements personnels, le ministre
de I'Innovation, des Sciences et du Développement
économique, délégue aux titulaires des postes
mentionnés & 1’annexe ci-aprés, ainsi qu'aux
personnes occupant a titre intérimaire lesdits postes,
les attributions dont il est, en qualité de responsable
de la Diversification de I’économie de I’Ouest
canadien, investi par les dispositions de la Loi ou de
son réglement mentionnées en regard de chaque
poste. Le présent document remplace et annule tout
arrété antérieur.

SCHEDULE / ANNEXE

Position / Poste

Access to Information Act and  Privacy Act and Regulations /

Regulations / Loi sur l'accés @ Loi sur la protection des

l'information et réglements

Executive Director, Finance and
Corporate Management /
Directeur exécutif, Finances et
Gestion ministérielle

Manager, Corporate Administration /  Full authority /
Gestionnaire, Administration intégrée  Autorité absolue

ATIP Officer / Agente de I’AIPRP

Full authority /
Autorité absolue

Section / Disposition : 7(a);

renseignements personnels et
réglements

Full authority /
Autorité absolue

Full authority /
Autorité absolue

Section / Disposition : 14(a)

8(1); 9; 27(1) and (4);
28(1)(b), (2), (4); 33; and/et
6(1) of Regulations / du

réglements

Dated, at the City of Ottawa this \0 dayof Jupe , 2016
Signé a Ottawa, le y{) jourde !. w2016

THE HONOMDEEP BAINS

MINISTER OF INNOVATION, SCIENCE AND ECONOMIC DEVELOPMENT

L’HONORABLE NAVDEEP BAINS
MINISTRE DE L'INNOVATION, DES SCIENCES ET DU DEVELOPPEMENT ECONOMIQUE

16

2020-2021 ANNUAL REPORT TO PARLIAMENT — ADMINISTRATION OF THE PRIVACY ACT



